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Abstract 
Phishing is a form of cyber-attack in which malicious actors impersonate legitimate organizations through 

fraudulent websites to steal sensitive information such as usernames, passwords, credit card details, and other 

personal data. With the rapid growth of e-commerce, online banking, and social media, phishing attacks have 

become increasingly sophisticated, making traditional rule-based and blacklist-based detection techniques 

insufficient. This paper presents a comprehensive study on the detection of phishing websites using machine 

learning techniques. We discuss the key features that distinguish phishing websites from legitimate ones, review 

various machine learning algorithms such as Decision Trees, Random Forest, Support Vector Machines, Naive 

Bayes, Logistic Regression, and Neural Networks, and evaluate their performance on a benchmark phishing dataset. 

Experimental results indicate that ensemble-based methods, particularly Random Forest and Gradient Boosting, 

achieve superior accuracy compared to individual classifiers. The paper concludes with a discussion of current 

limitations and future research directions in real-time phishing detection systems. 
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1. Introduction 
The internet has become an integral part of daily life, 

enabling communication, financial transactions, and 

information exchange at an unprecedented scale. 

However, this widespread adoption has also given 

rise to numerous cybersecurity threats, among which 

phishing remains one of the most prevalent and 

damaging. Phishing attacks typically involve the 

creation of fraudulent websites that closely mimic 

legitimate ones, tricking users into disclosing 

confidential information such as login credentials, 

banking details, and personal identification numbers. 

According to various industry cybersecurity reports, 

phishing continues to be one of the leading causes of 

data breaches worldwide, with attackers employing 

increasingly sophisticated techniques such as URL 

obfuscation, domain spoofing, and the use of HTTPS 

certificates to appear trustworthy. Traditional 

detection approaches, including blacklisting of 

known phishing URLs and heuristic rule-based 

systems, struggle to keep pace with the rapidly 

evolving nature of these attacks, as new phishing 

websites are created and taken down within very short 

time frames. 
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Machine learning offers a promising alternative by 

enabling systems to learn patterns from historical data 

and generalize to detect previously unseen phishing 

websites. By extracting relevant features from URLs, 

webpage content, and domain information, machine 

learning models can classify websites as either 

legitimate or phishing with high accuracy. This paper 

aims to explore the application of various machine 

learning algorithms for phishing website detection, 

compare their effectiveness, and identify the most 

significant features contributing to accurate 

classification. 

1.1 Objectives of the Study 
• To review existing techniques for phishing 

website detection. 

• To identify and analyze key features used in 
machine learning-based phishing detection. 

• To implement and compare multiple machine 
learning algorithms for classification accuracy. 

• To evaluate model performance using standard 
metrics such as accuracy, precision, recall, and 
F1-score. 

• To propose future directions for improving 
real-time phishing detection systems. 

2. Literature Review 
Numerous studies have explored the use of machine 

learning for phishing detection over the past decade. 

Early approaches relied primarily on blacklist and 

whitelist methods, which, although simple to 

implement, suffered from poor detection of newly 

created phishing sites (zero-day phishing attacks) due 

to their dependence on previously known malicious 

URLs. 

Subsequent research shifted toward heuristic-based 

methods that analyze characteristics of a webpage, 

such as the presence of an IP address in the URL, the 

length of the URL, the use of URL shortening 

services, and the age of the domain. While heuristic 

methods improved detection of unknown phishing 

sites, they often produced high false-positive rates 

and required continuous manual updates to detection 

rules. 

The introduction of machine learning significantly 

improved detection accuracy by allowing models to 

automatically learn discriminative patterns from large 

datasets. Researchers have experimented with a wide 

range of classifiers, including Decision Trees, 

Random Forest, Support Vector Machines (SVM), 

Naive Bayes, k-Nearest Neighbors (k-NN), Logistic 

Regression, and more recently, deep learning 

architectures such as Convolutional Neural Networks 

(CNN) and Long Short-Term Memory (LSTM) 

networks for analyzing URL sequences. Ensemble 

methods that combine multiple classifiers have 

generally been shown to outperform individual 

models due to their ability to reduce variance and 

overfitting. 

3. Methodology 
This section describes the overall methodology 

adopted for phishing website detection, including 

data collection, feature extraction, model selection, 

and evaluation strategy. 

3.1 Dataset 
The study uses a publicly available phishing dataset 

(e.g., the UCI Phishing Websites Dataset or the 

PhishTank/Kaggle phishing URL datasets), which 

contains labeled instances of both legitimate and 
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phishing websites. Each instance is represented by a 

set of extracted features along with a binary class 

label (phishing = 1, legitimate = 0). 

3.2 Feature Extraction 
Feature extraction is a critical step in phishing 

detection, as the quality and relevance of features 

directly influence model performance. Features are 

broadly categorized into the following groups: 

• URL-based features: URL length, presence of 
'@' symbol, use of IP address instead of 
domain name, number of subdomains, 
presence of hyphens, use of HTTPS protocol. 

• Domain-based features: domain age, domain 
registration length, WHOIS information, DNS 
record availability. 

• Content-based features: presence of forms 
requesting sensitive information, number of 
external links, use of pop-up windows, 
presence of favicon from external domain. 

• Page rank / traffic-based features: website 
traffic rank, Google index status, number of 
backlinks. 

Feature Category Example Features 
URL-based URL length, '@' symbol, IP address usage, hyphen count, HTTPS usage 
Domain-based Domain age, WHOIS registration length, DNS record status 
Content-based Login forms, iframe usage, external links, favicon source 
Traffic-based Website rank, Google index status, backlink count 

Table 1: Feature categories used for phishing website 
classification 

3.3 Machine Learning Algorithms 
The following machine learning algorithms are 

implemented and compared in this study: 

• Logistic Regression: A baseline linear 
classifier used for binary classification. 

• Decision Tree: A tree-based model that splits 
data based on feature thresholds to classify 
instances. 

• Random Forest: An ensemble of decision trees 
that improves accuracy and reduces overfitting 
through bagging. 

• Support Vector Machine (SVM): A classifier 
that finds the optimal hyperplane separating 
phishing and legitimate classes. 

• Naive Bayes: A probabilistic classifier based 
on Bayes' theorem, assuming feature 
independence. 

• k-Nearest Neighbors (k-NN): A distance-based 
classifier that assigns labels based on the 
majority class among nearest neighbors. 

• Artificial Neural Networks (ANN): A multi-
layer perceptron capable of learning complex, 
non-linear relationships in the data. 

• Gradient Boosting (XGBoost): A boosting-
based ensemble technique that sequentially 
builds models to correct prior errors. 

3.4 Evaluation Metrics 
Model performance is evaluated using standard 

classification metrics, including Accuracy, Precision, 

Recall, F1-Score, and the Area Under the ROC Curve 

(AUC-ROC). The dataset is split into training and 

testing sets (commonly 70:30 or 80:20), and k-fold 

cross-validation is applied to ensure robustness of the 

results. 

4. Results and Discussion 
Based on prior research and typical benchmark results 

in the literature, ensemble-based methods such as 

Random Forest and Gradient Boosting consistently 

outperform single classifiers in phishing website 

detection tasks. The following table presents 

representative performance results commonly 

reported in the literature for comparison purposes. 

Algorithm Accuracy (%) Precision (%) 
Logistic Regression 92.1 91.5 
Decision Tree 95.3 95.0 
Naive Bayes 89.4 88.9 
k-NN 93.0 92.6 
SVM 94.2 93.8 
ANN 96.1 95.8 
Random Forest 97.4 97.1 



International Journal of Science, Technology and Management (IJSTM)    ISSN (online): 2321-774X 
Volume 13, Issue 1, 2025 
 

4 
 

Algorithm Accuracy (%) Precision (%) Recall (%) F1-Score (%) 
Gradient Boosting (XGBoost) 97.8 97.5 98.0 97.7 

Table 2: Representative performance comparison of 
machine learning algorithms for phishing detection 
(illustrative values based on trends reported in prior 
literature) 

The results indicate that ensemble methods, which 

combine the predictions of multiple base learners, 

generally achieve higher accuracy and better 

generalization than single classifiers. Random Forest 

and Gradient Boosting algorithms benefit from their 

ability to capture complex, non-linear relationships 

between features while being relatively robust to 

overfitting. Neural network-based approaches also 

perform competitively, particularly when larger 

datasets and deeper architectures are used, though 

they require greater computational resources and 

longer training times. 

Feature importance analysis, commonly derived from 

tree-based models, typically reveals that URL-based 

features such as URL length, use of IP addresses, and 

presence of the '@' symbol, along with domain-based 

features such as domain age and SSL certificate 

status, are among the most influential predictors of 

phishing websites. 

5. Challenges and Limitations 
• Concept drift: Phishing techniques evolve 

rapidly, requiring continuous model retraining 
to maintain accuracy. 

• Feature engineering dependency: Model 
performance is highly dependent on the quality 
and relevance of extracted features. 

• Imbalanced datasets: Real-world data often 
contains far more legitimate websites than 
phishing ones, which can bias classifiers. 

• Adversarial attacks: Attackers may 
deliberately craft websites to evade detection 
by mimicking legitimate feature patterns. 

• Real-time performance: Achieving low-
latency detection suitable for browser-level or 
email-gateway deployment remains 
challenging. 

6. Future Scope 
Future research can focus on developing deep 

learning models capable of automatically extracting 

features from raw URLs and webpage content 

without manual feature engineering, such as 

character-level CNNs and transformer-based 

architectures. Additionally, incorporating real-time 

threat intelligence feeds, federated learning for 

privacy-preserving model updates across 

organizations, and explainable AI techniques to 

improve trust and interpretability of phishing 

detection systems represent promising directions. 

Integration of such models into browser extensions, 

email security gateways, and enterprise firewalls 

could further enhance real-world protection against 

phishing attacks. 

7. Conclusion 
This paper presented an overview of phishing website 

detection using machine learning techniques, 

covering feature extraction methods, classification 

algorithms, and evaluation approaches. The 

comparative analysis demonstrates that ensemble-

based methods such as Random Forest and Gradient 

Boosting generally outperform traditional single 

classifiers in terms of accuracy and robustness. As 

phishing attacks continue to evolve in complexity, 

ongoing research into adaptive, real-time, and 
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explainable machine learning models will be essential 

for building effective defense mechanisms to protect 

users and organizations from this persistent 

cybersecurity threat. 
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